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PacketSureTM Data Loss Prevention 7.6 Product Overview

Prevent Data Loss
Stop private information 
from leaving your network  
to aid compliance with 
government regulations 
such as HIPAA and GLBA. 
Ensure protection of PCI, 
PHI, PFI, and private client 
information.

Complete DLP 
Identify and manage  
sensitive information in  
both data in motion and 
data at rest.

Network Policy 
Enforcement
Restrict or allow user access 
to IM, Webmail, Chat, File 
Sharing,  Multi-Media and 
other applications. (AIM, 
POP3, Telnet)

Maximum
Protection
Maximum

Performance
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Business Challenge
In today’s fast-paced interconnected business environment, it’s imperative that companies ensure the 
security of private data and communication programs running on their networks.  Organizations are 
often not aware that confidential information is being shared inadvertently or maliciously with the 
outside, whether by webmail, e-mail, instant messaging, or other protocols.  Protecting private 
information and client records is a mandate, not just an option, for staying in business and remaining 
competitive in the 21st century. 

The Solution – Palisade’s PacketSureTM 
Palisade Systems’ PacketSureTM appliance proac-
tively protects your private data.  PacketSureTM 
analyzes the content of files and data being 
transferred on your network in real time, identifies 
private data and blocks, quarantines, or encrypts 
the data*.  PacketSureTM also identifies private data 
residing on local or remote file systems. Packet-
SureTM is the only solution that secures both 
private content and the protocols running on your 
network.  PacketSureTM is your complete data loss 
prevention solution.

Manage Internet Access  
Log, block or allow sites from a comprehensive list of URLs grouped into 40 categories, such as 
Crime, Pornography, Chat Rooms, Online Shopping, and user-created custom catetgories. 

Protect private data in: 

Data at Rest: Discover private information 
residing on your network servers and worksta-
tions. Scan local and remote file systems to 
identify files that contain private data.

Data in Motion:  Passively monitor outgoing 
communications and identify private content 
across all of the network protocols PacketSureTM 
manages.  Matches alpha-numeric as well as 
multi-byte  (UTF-8) characters. Block or encrypt 
outgoing email, HTTP, and instant messaging 
communications that contain private content or 
quarantine messages for further review. 
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Identify private data in: 

Structured data:  Monitor and identify data 
with a recognizable pattern such as credit card 
numbers or Social Security numbers. Upload 
and match data elements from your database, 
such as account numbers or claim numbers.

Unstructured data:  Upload documents to 
generate fingerprints to match proprietary 
information. Create custom lexicons and 
regular expressions to capture data that is 
specific to your company or industry. 
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